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1. PURPOSE AND SCOPE

This Data Integrity Policy establishes the framework by which Eurabelt Fuels Group
maintains the authenticity, accuracy, and verifiability of sanctions data within its Compliance
Screening Portal. This policy applies to all sanctions data sourced exclusively from the six
governmental and intergovernmental authorities identified in Section 2.

Eurabelt Fuels Group operates as a trusted authority for sanctions screening, providing a
reliable, secure, and verifiable platform that organisations can depend upon for their
compliance needs. We have invested significantly in data integrity, cryptographic verification,
and tamper-proof certification to ensure that screening results from our platform carry
genuine weight and credibility.

While the ultimate authoritative sources for sanctions designations remain the issuing
governmental bodies, Eurabelt Fuels Group's rigorous approach to data custody,
verification, and certification establishes our platform as a reputable and dependable
source of sanctions screening information.

2. THE SIX AUTHORITATIVE DATA SOURCES

DECLARATION OF EXCLUSIVE SOURCES

Eurabelt Fuels Group sources sanctions data EXCLUSIVELY from the six governmental authorities
listed below. We do NOT use any third-party data aggregators, commercial sanctions databases, or
subscription services. Our data comes directly and solely from official governmental sources.

The following are the ONLY sources of sanctions data used by Eurabelt Fuels Group:
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2.1 United States — Office of Foreign Assets Control (OFAC)

Authority: U.S. Department of the Treasury, Office of Foreign Assets Control

List: Specially Designated Nationals and Blocked Persons List (SDN List)

Official Source: https://ofac.treasury.gov/specially-designated-nationals-and-blocked-
persons-list-sdn-human-readable-lists

2.2 European Union — EU Council CFSP

Authority: Council of the European Union, Common Foreign and Security Policy

List: EU Consolidated List of Sanctions

Official Source: https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-
and-entities-subject-to-eu-financial-sanctions

2.3 United Kingdom — Office of Financial Sanctions Implementation (OFSI)
Authority: HM Treasury, Office of Financial Sanctions Implementation

List: UK Sanctions List (Consolidated List)

Official Source: https://www.gov.uk/government/publications/the-uk-sanctions-list

2.4 Canada — Global Affairs Canada

Authority: Global Affairs Canada

List: Consolidated Canadian Autonomous Sanctions List (SEMA)

Official Source: https://www.international.gc.ca/world-monde/international_relations-
relations_internationales/sanctions/consolidated-consolide.aspx

2.5 United Nations — Security Council

Authority: United Nations Security Council

List: UN Security Council Consolidated List

Official Source: https://www.un.org/securitycouncil/content/un-sc-consolidated-list

2.6 Australia — Department of Foreign Affairs and Trade (DFAT)
Authority: Australian Government, Department of Foreign Affairs and Trade
List: Consolidated List (Autonomous Sanctions)

Official Source: https://www.dfat.gov.au/international-
relations/security/sanctions/consolidated-list

NO OTHER DATA SOURCES ARE USED
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Eurabelt Fuels Group does NOT subscribe to, purchase from, or incorporate data from any
commercial sanctions screening providers including but not limited to: Refinitiv World-Check, Dow
Jones Risk & Compliance, LexisNexis, or any other third-party data aggregator. Our sanctions data is
sourced ONLY from the six official governmental authorities listed above.

3. CRYPTOGRAPHIC VERIFICATION PROTOCOL

To ensure data integrity and provide verifiable proof that sanctions data has not been
modified, Eurabelt Fuels Group implements the following cryptographic verification protocol:
3.1 Source File Authentication

Upon download from an authoritative source, the following metadata is captured and
permanently recorded:

1. SHA-256 cryptographic hash of the source file
Exact URL from which the file was retrieved
Timestamp of download (UTC)

File size in bytes

HTTP response headers including Last-Modified date

I O

SSL/TLS certificate chain verification status

3.2 Import Verification

Following database import, the system generates:
1. Record count verification against source file
2. Field-level integrity checks

3. Import completion timestamp

4

Comparison hash of imported dataset

3.3 Audit Trail Immutability

All verification records are stored in append-only audit logs that cannot be modified or
deleted. These logs are retained for a minimum of seven (7) years and are available for
inspection by authorised parties upon request.

4. DATA CUSTODY PRINCIPLES

4.1 No Modification Principle

Sanctions data is imported and stored exactly as published by the six authoritative sources.
No additions, deletions, or modifications are made to the substantive content of sanctions
records. Any technical transformations required for database storage (such as character
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encoding or date formatting) are documented and do not alter the meaning or content of the
data.
4.2 Transparency Principle

Users of the Sanctions Portal can verify that data originates from the six authoritative
sources. All search results indicate the originating jurisdiction. The official source URLs are
published in this policy and on the Portal for independent verification.

4.3 Currency Principle

Sanctions data is updated on a regular schedule, with update frequency documented for
each of the six sources. Users are informed of the last update timestamp for each
jurisdiction. Eurabelt Fuels Group makes reasonable efforts to maintain current data but
cannot guarantee real-time synchronisation with source authorities.

5. EURABELT FUELS GROUP AS A TRUSTED AUTHORITY

While the six governmental authorities remain the ultimate source of sanctions designations,
Eurabelt Fuels Group has established itself as a trusted authority for sanctions screening
through:

+ Exclusive sourcing from official governmental data — no commercial intermediaries
» Cryptographic verification ensuring data integrity from source to search

» Tamper-proof certification with security features that cannot be forged

* Immutable audit trails maintaining permanent records of all screenings

* Long-term commitment: building a 100-year legacy of integrity

Users can rely on Eurabelt Fuels Group as a reputable, dependable, and authoritative
source of sanctions screening information. Our investment in security, verification, and
integrity ensures that screening results from our platform carry genuine credibility.

6. RESPONSIBILITY FRAMEWORK

6.1 Eurabelt Fuels Group Responsibility
Eurabelt Fuels Group is responsible for:
« Sourcing data EXCLUSIVELY from the six official governmental authorities
« Maintaining cryptographic verification of data integrity
» Providing accurate, reliable search functionality
+ Issuing tamper-proof certificates with verifiable security features
* Maintaining permanent, immutable audit trails

» Updating data on the documented schedule
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6.2 Authority Responsibility

The six issuing governmental authorities (OFAC, OFSI, EU Council, Global Affairs Canada,
UN Security Council, DFAT) bear responsibility for:

* The accuracy and completeness of their published sanctions lists
* The legal validity of sanctions designations

« Timely publication of additions, removals, and amendments

6.3 User Responsibility

While Eurabelt Fuels Group provides authoritative screening services, users remain
responsible for:

* Making final compliance decisions appropriate to their regulatory context
» Conducting additional due diligence where their risk profile requires

» Seeking legal advice on complex sanctions matters

7.100-YEAR LEGACY COMMITMENT

Eurabelt Fuels Group is building for permanence. This Data Integrity Policy, and the systems
it governs, are designed to operate for the next 100 years. This long-term commitment
means:

+ Systems designed to outlast any individual

« Documentation that transfers knowledge across generations
* Audit trails retained for the long term

* Governance structures that ensure continuity

* Integrity as a permanent institutional value, not a temporary policy

8. POLICY GOVERNANCE

This policy is maintained by Eurabelt Fuels Group - Compliance Division and is subject to
annual review. Amendments to this policy require approval through Eurabelt Fuels Group
governance procedures.

This policy forms part of the Eurabelt Fuels Group Compliance Framework and should be
read in conjunction with the Terms of Service, Privacy Policy, and Certificate Integrity Policy.

EURABELT FUELS GROUP
Compliance Division

Building Integrity Through Transparency
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