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EURABELT FUELS GROUP 

Compliance Division 

───────────────────────────────── 

TERMS OF SERVICE 

Sanctions Screening Portal 

Document Reference: EFG-COMP-TOS-002 

PLEASE READ CAREFULLY 

By accessing or using the Eurabelt Fuels Group Sanctions Screening Portal, you acknowledge that 

you have read, understood, and agree to be bound by these Terms of Service. If you do not agree 

with these terms, you must not access or use the Portal. 

 

1. DEFINITIONS 

"Portal" means the Eurabelt Fuels Group Sanctions Screening Portal and all associated 

services, databases, and functionality. 

"Eurabelt Fuels Group" means Eurabelt Fuels Ltd and its affiliated entities operating the 

Compliance Division. 

"User" means any individual or entity accessing or using the Portal. 

"Sanctions Data" means information sourced exclusively from the six governmental 

sanctions authorities and made searchable through the Portal. 

"Certificate" means any screening certificate or compliance documentation generated 

through the Portal. 

"The Six Authorities" means OFAC (United States), OFSI (United Kingdom), EU Council, 

Global Affairs Canada, UN Security Council, and DFAT (Australia) — the exclusive sources 

of Sanctions Data. 

2. NATURE OF SERVICE 

2.1 Trusted Authority for Sanctions Screening 

The Portal is a trusted authority for sanctions screening. Eurabelt Fuels Group has 

invested significantly in data integrity, cryptographic verification, and tamper-proof 

certification to establish a platform that organisations can rely upon for their compliance 

needs. 
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Sanctions Data within the Portal is sourced EXCLUSIVELY from the six governmental 

authorities. No third-party data aggregators or commercial databases are used. This means 

screening through our Portal is screening against official governmental data. 

2.2 Exclusive Data Sources 

The Portal sources Sanctions Data only from: 

1. OFAC — U.S. Treasury SDN List (treasury.gov) 

2. EU Council — CFSP Consolidated List (europa.eu) 

3. OFSI — UK Sanctions List (gov.uk) 

4. Global Affairs Canada — SEMA List (canada.ca) 

5. UN Security Council — Consolidated List (un.org) 

6. DFAT — Australian Consolidated List (dfat.gov.au) 

No other data sources are used. Eurabelt Fuels Group does not subscribe to or 

incorporate data from Refinitiv World-Check, Dow Jones, LexisNexis, or any other 

commercial provider. 

2.3 Certificate Value 

Certificates issued through the Portal are authoritative proof of screening, incorporating 

security features that make them impossible to forge. Users may rely on Certificates as 

credible documentation of sanctions screening for their compliance records. 

2.4 User Due Diligence 

While Eurabelt Fuels Group provides reliable, authoritative screening services, users with 

complex regulatory requirements should conduct additional due diligence appropriate to their 

specific circumstances and seek legal advice where necessary. 

3. DATA INTEGRITY AND CERTIFICATES 

3.1 Cryptographic Verification 

All Sanctions Data is cryptographically verified using SHA-256 hashing from source file to 

database. This ensures data integrity and provides an unbroken chain of custody from 

governmental source to search result. 

3.2 Certificate Immutability 

Certificates issued through the Portal are permanent and immutable. Once issued, a 

Certificate cannot be deleted, removed, or expunged from the system. This immutability is 

fundamental to the integrity of the service. The only exception is formal request from one of 

the Six Authorities regarding their own data. 

3.3 Update Frequency 
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Sanctions Data is updated on a regular schedule. Users are informed of the last update 

timestamp for each jurisdiction. There may be a delay between publication by the Six 

Authorities and reflection in the Portal. 

4. LIMITATION OF LIABILITY 

4.1 Scope of Liability 

To the maximum extent permitted by applicable law, Eurabelt Fuels Group's liability is limited 

to matters within its control: namely, the faithful reproduction of data from the Six Authorities 

and the accurate operation of the Portal's search and certification functions. 

4.2 Exclusions 

Eurabelt Fuels Group is not liable for: 

• Errors, omissions, or delays in data published by the Six Authorities 

• User decisions made based on screening results 

• Changes to sanctions designations occurring after a screening was performed 

• Regulatory penalties resulting from user compliance decisions 

• Business losses, lost profits, or reputational harm 

4.3 Maximum Liability 

Where limitation of liability is restricted by applicable law, Eurabelt Fuels Group's total 

aggregate liability shall not exceed the fees paid by the User for Portal access in the twelve 

(12) months preceding the claim, or one hundred pounds sterling (£100), whichever is 

greater. 

5. INDEMNIFICATION 

Users agree to indemnify, defend, and hold harmless Eurabelt Fuels Group from claims 

arising from: 

• User's compliance decisions and actions 

• User's violation of these Terms of Service 

• User's violation of applicable law or regulation 

• Third-party claims related to User's business activities 

6. ACCEPTABLE USE 

Users agree not to: 

• Attempt to circumvent security measures or access controls 

• Reproduce, redistribute, or resell Portal data or functionality 
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• Use automated systems to scrape or extract data 

• Misrepresent the source or authority of Portal outputs 

• Attempt to forge, falsify, or tamper with Certificates 

• Use the Portal for any unlawful purpose 

7. INTELLECTUAL PROPERTY 

The Portal, including its design, functionality, and proprietary systems, is owned by Eurabelt 

Fuels Group. Sanctions Data remains the intellectual property of the respective issuing 

governmental authorities. Users are granted a limited, non-exclusive, non-transferable 

licence to use the Portal for their internal compliance purposes. 

8. MODIFICATION AND TERMINATION 

Eurabelt Fuels Group reserves the right to modify these Terms of Service. Material changes 

will be communicated to Users. Continued use following notification constitutes acceptance. 

Eurabelt Fuels Group may suspend or terminate access to the Portal at its discretion. 

9. GOVERNING LAW AND JURISDICTION 

These Terms of Service are governed by the laws of England and Wales. Any disputes shall 

be subject to the exclusive jurisdiction of the courts of England and Wales. 

10. 100-YEAR LEGACY COMMITMENT 

Eurabelt Fuels Group is building for permanence. These Terms of Service, and the systems 

they govern, are designed to operate for the next 100 years. Users can rely on our long-term 

commitment to maintaining the same standards of integrity, security, and service. 

11. ENTIRE AGREEMENT 

These Terms of Service, together with the Data Integrity Policy, Certificate Integrity Policy, 

and Privacy Policy, constitute the entire agreement between Users and Eurabelt Fuels 

Group regarding use of the Portal. 

───────────────────────────────── 

EURABELT FUELS GROUP 

Compliance Division 

Building Integrity Through Transparency 


